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The Impact of the interaction between the complexity of banking 

operations and the Disclosure of Cybersecurity Risk Management 

Procedures on Financial Performance - An empirical study 

Abstract:  

The increase in cyberattacks has led to increase the emphasis on 

cybersecurity procedures in banks, as they are more vulnerable than others 

to these attacks. Therefore, I first develop a disclosure framework for 

cybersecurity risk management practices derived from the Saudi Capital 

Market Authority's cybersecurity guidelines and investigate whether this 

disclosure influences banks’ financial performance using a sample of 

Saudi commercial banks over the period from 2018 to 2022.  I, then, 

investigate whether the complexity of banking operations moderate this 

relationship. While I find insignificant relationship between the disclosure 

of cybersecurity risk management and the financial performance of Saudi 

commercial banks, I find a significant positive relationship between the 

financial performance of these banks and the complexity of banking 

operations as measured by total deposits and total assets. Also, I find 

inverse but insignificant relationship between banks’ financial 

performance and the number of branches, the number of customers, and 

the number of ATMs. Interestingly, I find a significant relationship 

between the financial performance of Saudi commercial banks and the 

interaction between the complexity of banking operations, and the 

disclosure of cybersecurity measures.  

The findings of this study have important policy implications and 

highlight the importance of issuing a standard for cybersecurity risk 

management procedures along with another standard for their audits, as 

well as including a disclosure guide for these measures in the banking 

sector within the recommendations of the Basel Committee, with 

central banks being obligated to disclose them. 

 

Keywords : Complexity of banking operations, Disclosure of 

cybersecurity risk management Procedures, Financial Performance. 
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